Puddle Ducks regards the iiteqity of its computer system as cevtral fo the success of the orgayisation.
Hs policy is to take ay Measures it covsiders vecessary 1o exsure that all aspects of the system are fully
protected.

Procedure

1.0verall computer securily is the responsibility of the data security officer reportivg o the Mavagers who
are respoysible for security withiv Puddle Ducks.

2 Job applicawts will be questioved oxtheir computer experierce. The implications of their software
kvowledae will be discussed with the data security officer before ajob offer is made. All referewces
will be checked.

3.0viiduction employees will be gjvey copies of the computer security policy axd will receive writtey
itstructiovs ov security procedures.

4 The credeytials of all femporary, {reelace and consubaicy staff should be checked ivvas Much defail as
possible before they are allowed access 1o the computer system. Mavagers are resposible for
ensurivg that all such workers receive the iformation referred 4o i poivt 3.

5.Computer traivivg, at every level will emphasise the importaice of security. Staff will receive a detailed
statemert on the implications of the Data Protection Act 1993 aid the Computer Misuse Act 1990.

6.Supervisors are respoxsible {or evsurivo,that basic procedures are followed. Procedures May be

bypassed ovly with the combived covsent of the live Mavager avd data security officer, axd a writtey
record Must be kept.

7. Employees of all orades are permitted access ovly fo those parts of the computer system which they
veed 1o ewter iy order o carry outtheir yormal duties. Levels of access will be decided by Mayagers i
cojunction with the data security officer who will exsure that levels of access are covsistent
hroughout the oroauisatiov.
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Employees May access the ivfervet but access o cerfaiv sites will be blocked.
All incoming, emails will be moritored avd scawved for viruses before beivg released 1o the recipiewt.

Employees with access 1o persoral data are iv a particularly sensitive positior avd must bear iv
Mird at all times the provisiows of the Data Protection Act.

Passwords Must be used at all fives aid chayaed regplarly. Ewployees should vot select obvious
passwords. All passwords must be kept covfidetial. Euployees must vot gjve their passwords fo
other Members of staff or fo awy persow outside the oropiisatior. Password profected sites
should be closed whey fivished with avd coputers switched ofS. Computers should vot be left
opey ayd uyadtterded.

When ay employee leaves the orgayisatioy or Moves 1o a differevt deparhvevt all passwords ivthat
department will be chayaed. Whey ay employee is gjvey a femporary password 1o a higher level of
access fhay he or she vormally uses, that password must be carcelled after the idividval ceases
Yo veed .

Supervisors are respoysible for stipulativo requiremert for back—up operations ivtheir owy
departments. Regular back up must be carried out ivaccordarce with departuental instructiovs.

All the orgauisations sofiware must be formally avthorised by the data security officer. Regplar
checks will be Made for viruses by the IT deparivent (Jack).

Mo exfenal sofiware May be used without avthorisatio by both the data security officer ayd the
employee s live Mayager.
Mo private work or computer game playivgis permitted.

The safekeepivg, of CDs axd DVDs sewt {rom extenal sources is the responsibility of the persow
Yo whow it was sext. All such CDs ad DVDs Must be checked {or viruses by the I'T department
Lefore use. CDs aid DVDs agyerated ivtenally must be kept iva secure place.
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I8  .Misuse of compuers is a serious disciplivary offerce. The followivg are examples of Misuse:

1.fravd ayd theft

2.systen sabotace

3.iMroductioy of viruses, efc

4 vsivg,uyavthorised software

5.obfaivivo, wiavthorised access

6.Using, the system for private work or oame playivg,
7 breaches of the Data Profectiov Act

8.sewdivg, abusive, rude or def{amatory Messages or statements about people or oroaiisations, or
postiva, such Messages or statemerts oy ay websites or via email

9.attempting Yo access prohibited sites onthe ivtervet
10.hackivg,
11.breach of the orgauisations securily procedures.

This list is vot exhavstive. Deperdivg,ox the circumstaices of each case, Misuse of the computer system May
ke covsidered gyoss Miscorduct. Please refer to the disciplivary rules axd procedures. Misuse amoutivg,
Yo crimival conduct May be reported 1o the police.

19. Mayaggment, iv covsuHatioy with specialist auditors, May instiute corfidewtial covtrol fechiques avd
safequards. Fivaxcial systems are subject to special recorciliatiow processes.

20. Sevior Mavagers will meet regularly fo review computer securily.

21. Allbreaches of computer security Must be referred to the relevavt Mayager. Where a crimival offexnce May
have beey comuitted, the Mavagers will decide whether to involve the police.

22. Ay Menber of staff who suspects that a fellow employee (of whatever seviority) is abusivo the computer
system May speak i cowfiderce fo the Mavaggrs.

This policy does ot form part of the contract of employmert aid avy or all of is ferms May be amerded from
fime 1o time.
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4.5 Ivsome cases it is vot possible for us 4o specify iv advaice the periods {or which your persoal data
will be refaived. Iy such cases, we will deferive the period of retevtion based ovthe followig,criteria:

() +he period of retevtion of persoval data cateqpry will be determived based ow specify criteria.
addifioval list iems

1.5 Notwithstadivg the other provisiows of this Section , we may refaiv your persoal data where such
refewtioy is vecessary for compliance with a leaal obligationfo which we are subject, or iv order to protect
your vital ivferests or the vital iterests of avother yatural persow.

5. Mexduents

5.1 We may update this policy {rom fime to time by publishivg,a vew version ox our website.
5.2 You should check this page occasiowally to evsure you are happy with any chavags 1o this policy.

5.3 We may votify you of chavges to this policy by email or throua) the private Messagjio, system ov our
website .

6. Your rights

6.l You May istruct us to provide you with axy persoral ivformation we hold about you; provisiow of such
ikormation will be subject fo:

(@) the paymert of a fee

()  4he supply of appropriate evidewce of your idetity (for this purpose, we will usvally accepta
photocopy of your passport certified by a solicitor or bawk plus ay origjal copy of a vAiliy bill
showivg your curreyt address) .

6.2 We may withhold persoyal ivformation hat you requestfo the extent permitted by law.
6.3 You May instruct us at iy time Vot 4o process your persoral ivformation for Marketivg purposes.

6.1 Tvpractice, you will usvally either expressly agyee ivadvaxce to our use of your persoval ivformatioy for
marketivo, purposes, or we will provide you with ay opporturity o opt out of the use of your persoyal
information for marketivg, purposes.
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1. Ovur details

7] This Puddle Ducks is owied axd operated by Victoria Stratford ayd Jacquelive Stratford—Parker .

1.2 We are regjstered iv EvoJayd and Wales uvider regjstration wmber RPI0392I , ad our regjstered office is
at address . Abbey {arm, Church Laye, Alvivaham, Nr LOUTH, Liwcolxshire, LVI| 0QD

1.3 Asakove

14 You cavcovfactus:
(2 Yoy post. 1o the postal address gjvex above ;
(k)  usivo,our website covtact form; puddleduckspreschoolalvivoham.co.vk
() Yy felephore, on the covtact vumber published ov our website {rom fime 4o tine ; or
(d) Yy email, usivg, the email address published oy our website {rom tine o fime .
face 1o {ace, throuaj Baly days or Tapestry (ov live leanivajourvey)

8. Dafa protection officer Jacquelive Stratford—Parker

8.1 Our data protection officer’s covtact details are: Puddle Ducks, Abbey Farm, Church Laye, Alvivgjam, Nr
LOUTH, Lixcolvshire, LVT1 0QD.
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